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THE #1 PROGRAMMER EXCUSE
FOR LEGITIMATELY SLACKING OFF:

“MY CODE'S COMPILING.”

HEY! GET BACK
TO WORK!

int getRandomNumber ()

return 4. // chosen by foir dice roll.
/] quaranteed to be random.

MAKE ME A SANDWICH.
WHAT? MAKE
| IT YOURSELF.
SUDO MAKE ME /
A SANDwnCH
O OKAY

BINARY
SU DOKU &

Learn how to code




HI, THIS 15

WERE HAVING SOME
COMPUTER TROUBLE.

\%m

YOUR SON'S SCHOOL.

Hardware Hacking

OH, DEAR - DID HE
BREAK SOMETHING?

IN A WAY

%

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students; -~ 7

~OH.YES. UTTE
ROBBY TARLES,
WE CALL HIM.

WELL, WEVE LOST THIS
YEARS STUDENT RECORDS.
I HOPE YOURE HAPPY.

{

AND I HOPE
- YOUVE LEARNED
:  TOSANMZE YOUR
DATABASE INPUTS.

Learn how to hack
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if it smells like
chicken _——

4
4 youre
hoding it wrong

Tinker with hardware
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30 BUCKS IN
BITCOIN, OR NEXT
TIME I SMELL

The Internet of ransomware things...

ON STRIKE a SMOKE, I MIGHT
HUNGRY? UNTIL YOU JUST LET YOU
PAY UP AND SEND MONEY SLEEP.

20 BUCKS

I1L UNLOCK TO MY THE NEXT TIME
WA A = YOU LEAVE, ITL MY ALARM
; I’LL BE COST YOU 100 SYSTEM IS
OR I’LL ONLY | (BURNING THE BUCKS TO GET GOING TO GO
BREW TOAST IF YOU BACK INTO THE OFF RANDOMLY
DONT GET HOUSE, UNLESS THROUGHOUT
ME SOME YOU GIVE ME THE NIGHT,
375 NOW! UNLESS YOU

EXCUSE US

DISHES CAN
WHILE WE
WAIT, LM PARTICIPATE I/M TURNING
HACKER $100 BUSY MINING arifdyal) o
OR I'LL REVERSE | BITCOINS.

MY MOTOR AND |
BLOW DIRT ALL

OVER THIS
PLACE!

| ATTACK. )

I’LL START
YOUR CAR, BUT
ONLY TO TAKE

YOU TO YOUR
BANK TO MAKE
3.
IF YOU DON'T A TRANSFER. T1L TELL EVERVORE
SEND US CASH, ON YOUR SOCIAL
YOUR REPUTATION NETWORK THAT YOU

WILL BE IN THE

TRASH. WERE STUPID ENOUGH

TO BUY AN INTERNET-
CONNECTED BROOM/
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Costs

MILLLLLLLLLLLLLLLIONS
of Devices Using Same
Hard-Coded CRYPTO Keys

WARRANTY VOID
IF REMOVED

YOUR COMPANY NAME HERE

BEFORE
S '

é# o

YOU AN E H

AFTER

Cost of Software Security
Failures "
Costs of Software Sec ny T
_— Y Measure s 2
" {

int getRondomNumber ()

return 4. // chosen by fair dice roll.
// Quaranteed to be random.
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& Default Passwords |CIR X |4 — O X
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Default Passwords
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LOGIC EPROM
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STM32H742x1/G STM32H743x1/G
' S 7 —

32-bit Arm”~ Cortex~-M7 480MHz MCUSs, up to 2MB Flash,
up to 1MB RAM, 46 com. and analog interfaces

Features

Core

« 32-bit Arm® Cortex®-M7 cors with double-
precision FFPU and L1 cache: 18 Kbytes of dats
and 16 Kbytes of instruction cache: frequency
up to 430 MHz. MPU. 1027 DMIPS/
2.14 DMIPS/MHz (Dhrystone 2.1), and DSP
instructions

Memories

= Up to 2 Mbytes of Flash memory with read-
while-write support

« Upto T Mbyt= of RAM: 192 Kbytes of TCM
RAM (inc. 64 Koytes of ITCM RAM +
128 Kbyt=s of DTCM RAM for time critical
routines), Up to 884 Kbytes of user SRAM, and
4 Kbytes of SRAM in Backup doman

« Dusl mode Quad-SPI memory interface
running up to 133 MHz

= Flexible external memory controller with up to
32-bit data bus: SRAM, PSRAM,
SDRAM/LPSDR SDRAM. NOR/NAND Flash
memory clocked up to 100 MHz in
Synchronous mode

= CRC calculation unit

Security
« ROP, PC-ROP. active tamper

General-purpose input/outputs
* Up to 1688 /O ports with interrupt capability

Reset and power management

« 32 separats power domains which can be
independently clock-gated or switchad off:
— D1: high-performance capabilities
— DB2Z: communication peripherals and timers
— D3: resevclock control/power management

Aprii 2019

DS12110Rev 7

Datasheet - production dsta

Pin descriptions

STMIZHTAZxING STMIZ2HTA32UG

Table 3. Pinfball definition [continwed)
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D15

_u

TIMA_CHZ,
HRETIR_CHCT
LFUARTI_TX,

12C3_aMBA,
EFI2_BTIKAZ3I_CK,
USARTI_TX,
FDCANT_FOFD_MOOE,
DCMI_DO, LCO_RS,
EWVENTOUT

OTE_FE_WVBUE

e 1.62 10 3.6V application supply and i/Os
e POR, PDR, PVD and BOR

« Dedicated USS power embaddinga 3.3V
internal regulstor to supply the intemal PHYs

« Embeddsd regulator (LDO) with configurable
scalabie output o supply the digital carcudry

= Voltage scaling in Run and Stop maods= (€
configurable ranges)

= Backup regulator (~0.9 V)

« Voltage reference for analog peripheraliVaees.

« Low-power modes: Sisep, Stop. Standby and
Vegar Supporting battery charging

Low-power consumption

= \gar battery operating mode with charging
capabilty

e CPU and domain powsr state mondtoning pins

e 2.85 gAin Standby mode (BEackup SRAM OFF.
RTC/SE ON)

Clock management

e Internal oscillators: 84 MHz HSI. 48 MHz
HSI142, 4 MHz CSi, 32 kHz LSi

« External oscillators: £-45 MHz HSE,
32.768 kHz LSE

« 3= PLLs (1 for the system clock. 2 for kernel
clocks) with Fractional mods

= =]

10z

Eid | D15

121

D14
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TIMA_CH3,
HRETIR_CHCT
LPLUARTI_FX
USART_RX
FOCANT_TXFD_RODE,
OTGE_FE_ID,
WMCeOE_MDID, LCO_B4,
DCMI_DO1, LCO_B1,
EWVENTOUT
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TIMA_CH4,
HRETIR_CHD
LPUARTI_CTH,
EFIZ_M3DVIZEI_WE

71

E1D

104

E1Z | B15

123
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HRETIR_CHIDZ
LPUART1_RTES
LPUART1_DE
EFI2_BTIKAZ3I_CK,
LLARTE_TX,
UEARTI_FTEUEART1_
0=, 2AZ_FE_E,
FesArd T
STE_Fa_DF, LCDO_RS,
SWENTDUT
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This is Isformstion on 2 product In full production.

DE12110 Rev 7
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Defeat security mechanisms that are not possible to defeat via software in order to gain access by using:
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erdam

Console ports such as UART

Provisioning ports such as JTAG

Read communication between processor and memory module via I12C or SPI

—
L LA

Dump the contents of the chips to read (is it encrypted at rest/in transit)

Introduce faults by modifying Clock, temperature, light, magnetic radiation or power
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Hardware Hacking

I'C Data (SDA)

’
A o PC Clock (SCL)

-

%
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LiveOverflow

Power Analysns for Reverse Engineering.

}'«""
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The Hacker's Hardware Toolkit ez=mme==

THE HACKER'S ‘ - : “The definitive arsenal for

hackers, makers,

HARDWARE ; ' i s - red teams and geeks”

TOOLKIT

ORDER YOUR PRINTED COPY amazon A GITHUB DOWNLOAD OO

I\
N il @ YouTube
" \ twitch.tv/jilles_com
i pscp-tv/jilles_com

FOR A LIVING [0 o sinese

The best collection of hardware gadgets for Red Team hackers, pentesters and security researchers! It includes more
than one hundred of tools classified in eight different categories, to make it easier to search and to browse them.

GO gle git hardware hacking toolkit Q

Q Al () Images [ Videos () Shopping & News i More Settings  Tools

About 503.000 results (0,59 seconds)

github.com » yadox666 » The-Hackers-Hardware-Toolkit -
yadox666/The-Hackers-Hardware-Toolkit: The best ... - GitHub

The best hacker's gadgets for Red Team pentesters and security researchers. - yadox666/The-
Hackers-Hardware-Toolkit.




