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We meet up....

1th Wednesday of the month: DIY LAB/projects
DIY hands-on in the Makerspace at OBA (loT, 3Dprinting, Lasercutting)

3th Wednesday: Sensemakers Meetup
Sharing knowledge, ideas & connecting people at Codam College

Random: Sensemakers Specials
Handson workshops, excursions or ...

* Conferences
Sharing free & discounted tickets
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* 19.10 loT in Cyberwarfare — Chris Kubecka

e 19.45 SPIN — Jelte Jansen

e 20.15 Open mic (Make Health,...) I

e 20.30 Drinks & networking S

Wifi:Codamguest Twitter: @SensemakersA
CodamCodingCollege2019 #Sensemakers
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Chris Kubecka @SecEvangelism

Biography

& Cyber warfare incident management and advisement EU/

UK governments

& Ceritical infrastructure security expert: Oil & Gas, Water,
Electric & Nuclear

¢ Author, presenter at Black Hat, Security BSides,
ICS/SCADA Nuclear Cyber Security

is Kubecka, Cybersecurity Expert. PHOTO: Cybercrime

& Previous headed Aramco Overseas Security Operations, [[ILEIECIRUK RS E S (LR RN
Expert

Information Protection & Intelligence

& Previous U.S Air Force Space Command




DOYOU'WANT HACKERS]

Security
Challenges

= BEGAIISE'I'IIA'I'S
'HOW YOU GET HACKERS



Chris Kubecka @SecEvangelism

Safety Challenges of 10T

Smart Ovens Are Reportedly Preheating by
& thtle tO i i fea Thamealvac in tha Middla ~f the nght

® Nuclear
o Manui

& Crane which moved nuclear rod failed

& Feared it was hacked remotely




Chris Kubecka @SecEvangelism

Privacy Challenges

. How ran nrivarv ennrvive i1 the era of
& Smart devices Miele

IMMER BESSER

— Miele@home Gateway XGW 3000

©® Smart appliances

® Smart electric met

® Iranian [OT came

& Required to be
locations

& Monitored by I

& Images used by




Chris Kubecka @SecEvangelism

Smart Meters

meternet




Chris Kubecka @SecEvangelism

Iranian 10T Cameras
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& Older Linux kerne
& Known vulnerable
® Open ports

& Old technology

@ Security nightmare

In 2012 t
on doing

Country Breakdown

Country

botnet us .

amazing.
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Chris Kubecka @SecEvangelism

"23/telnet”) found 3,149,907

Hosts Frequency
736420

485,427

't have any intentions
nternet better. This
ame out of it was




Chris Kubecka @SecEvangelism

IOT Cyberwar Strategy

.F-.ll\. e s

& Most are privately owned I TI I l En “,I.I“"
& Can be used during an Act of Fﬂf LR "

Emergency

® No international definition of
cyberwar (yet)

& Amplification after digital borders
closed

® Can be attacked or used to attack
o Dual Ust \ |0T nilllcis




Chris Kubecka @SecEvangelism

Possible Solutions ... ...

=
< Living Room {3

& Proactive EU level CERT e .

@ Including cyber in all EU national defense

& Basic regulations
Confirm Your In-App

@ Joint EU & US response plans Purchase

We saw what you did |
in the living room. Would you like to i
delete the footage for $9.997

@ Vendor liability
& S-BOM Software bill of materials

Cancel Buy

& Stop connecting everything to the internet (?)

EC
@




Chris Kubecka @SecEvangelism

(Questions

The Joy of Tech-.

FATTYPANTS IS
KIDDING HIMSELF
IF HE THINKS HE’S
[—| EATING LESS THAN

2000 CALORIES
AT LEAST YOU

GET USED/!

I NEVER DO/
ALL HE EATS
IS TAKE-OUT/

I REFUSE TO

PICK UP THIS

FRENCH FRY.
LAZYBONES CAN
DO IT HIMSELF/

HE SPENT A
FORTUNE ON US
SMARTBULBS AND
HE ONLY USES THE
“WHITE LIGHT*

DID YOU SEE
WHAT TIME HE
GOT IN LAST
NIGHT?
SCANDALOUS!

by Nitrozac & Snaggy

DUMMY NEEDS
TO TEST ME
NOW AND THEN,
OR AT LEAST
CHECK WY
APP/

DON‘T BOTHER
HIM/ THE
PREVIOUS SMOKE
DETECTOR, HE
BEAT TO DEATH
WITH A BROOM
HANDLE//

HEY GUYS!

THE HOUSE
SMARTMETER IS
TELLING EVERYONE
THAT SCAREDY CAT
STILL USES A NIGHT
LIGHT! HA HA!

at your IM saying about you...




Chris Kubecka @SecEvangelism

Thank you

| Hack The
& @SecEvangelism warld
& https://en.wikipedia.org/wiki/Chris_Kubecka W_'—LSRT
& Hacking the World with OSINT & Censys |
& Down the Rabbit Hole an OSINT Journey

Chris Kubecka

® Dank u wel @ Manonsens



